Android Hacking Course

Beginner - Advanced ¢ Practical Hands-On Training

Section 1: Introduction

* Disclaimer & Course Overview

Section 2: Android Hacking Basics

* Out-of-Network Attacks (Botnet, Metasploit, RAT)

Section 3: Advanced Android Techniques
* RAT Exploitation

* Botnet Without Port Forwarding

* Auto Permission APK

» Dialer & Charging Exploits

Section 4: Payload & APK Management
« Modify RAT APK
» Change Payload Icons

* Live Screen Access

Section 5: Advanced Exploits
* Locked Apps Bypass
* Persistent Payloads

» Auto Execution

Section 6: Metasploit Features
* Full Feature Usage

» Payload Binding Techniques

Section 7: Botnet Development
* Create & Modify Botnet

* Persistence & Web Injection

Section 8: RAT Techniques
» Advanced Android RAT

» Windows Exploitation via RAT

Section 9; Screen Access



* Live Screen Without IP / Icon

Section 10: OTP & Payload
» Auto OTP Forwarding APK

* Log Deletion & Payload Binding

Section 11: File & IP Control
« Hide IP
* Delete Files / Contacts

» SD Card Format

Section 12: Automation Techniques
* Auto Delete Files

* APK Customization

Section 13: Social Engineering
» Environment Setup

* Tools Installation

Section 14: URL Binding
* Phishing URL Techniques

» Advanced URL Binding

Section 15: Internet Safety

» Cyber Security Awareness
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